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Internal Audit’s Role in Fraud 
Prevention and Detection 

The Era of Fraud Scandals 
You did not hear a lot about fraud in the days before Enron, WorldCom, Tyco, and the Sarbanes-Oxley Act of 
2002. Sure, occasionally a company would make the news because an employee in a fiduciary position embezzled 
funds or because a creative accountant “cooked the books”, but these events were mostly attributed to individual 
criminal behavior. 

The Enron, WorldCom and Tyco scandals were examples of blatant abuse on a grand scale, which left 
shareholders stripped of their hard-earned money and wondering how they were blind-sided. It was also obvious 
that the fraud they suffered was not the result of one individual acting alone. 

When Enron stock plummeted to $1 per share in November 2001, shareholders lost $11 billion. By hiding debt in 
other owned companies and recognizing revenue before it was earned through “mark-to market” accounting for 
its contracts, the top management of Enron fooled Wall Street, the board of directors and all its shareholders into 
thinking it was profitable. 

About a year later, a small team of internal auditors, working in secret sometimes at night, uncovered the $3.8 
billion fraud at WorldCom. Management had employed two schemes to overstate earnings and keep stock 
artificially higher priced: capitalizing operating expenses and booking false revenues. 

Later at Tyco, the CEO and CFO were convicted of stealing $150 million from the company. Their defense was 
that the Board of Directors authorized it as compensation. 

What was going on here? Legislators responded to these huge fraud scandals that cheated shareholders out of 
billions of dollars by enacting the Sarbanes-Oxley Act of 2002. The Accounting Standards Board of the AICPA also 
released their Statement on Auditing Standards No. 99: Consideration of Fraud in a Financial Statement Audit 
(SAS 99). Afterwards the Committee of Sponsoring Organizations (COSO) developed a Fraud Control Model, 
which has since been widely accepted as a theoretical guideline. 

http://www.shutterstock.com/pic-245542282/stock-photo-internal-audit-process-circle-business-concept.html?src=Q5aFZJep6MkLplXxiAPn1g-1-34
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The Fraud Triangle 
As early as the 1950’s, Donald Cressey, a criminologist, was studying and 
interviewing criminals to determine what made them tick. From these 
studies, he developed the concept of the fraud triangle, which remains the 
accepted theory of why individuals commit fraud. Cressey advocates that 
all three of the sides of the triangle have to be present in order to support a 
high risk of fraud. If we eliminate one of the sides (or attributes of the 
triangle) then the likelihood of fraud is greatly reduced. This is called 
“breaking the fraud triangle”. All along, we have known that fraud is more 
complex than just one lone criminal. This whitepaper will review the sides 
of the fraud triangle and will provide some examples to illustrate the three 
necessary components for high risk of fraud. 

The three sides of the fraud triangle represent Motives (or Pressure), 
Opportunities and Rationalizations. In times of economic uncertainty like 
those we face today, it is easy to identify areas on each side of the triangle 
that could buckle under the weight of profit demands that are harder and 
harder to meet. 

The first side of the triangle is Pressure (or Motives) that is non-sharable, in 
other words it is unique to the person contemplating the fraud. This 
pressure can come from inside the workplace or it can be completely 
unrelated to the person’s employment. An operations manager can be 
fearful of being replaced if he does not make his margin goals. As a result, 
he could record false vendor discounts or vendor returns in order to 
improve his margin goals. An example of external pressure is the employee 
who has to care for an ill parent whose medical expenses are so high that it 
makes an adequate level of care unsustainable on the employee’s salary. 
Another type of pressure is the desire for expensive material things and the 
uncontrollable desire to live beyond one’s means to keep up with peers. 

The second side of the triangle is opportunity. A person with a motive to 
commit fraud will look for an opportunity to commit fraud. These 
individuals will exploit areas where internal controls are weak, where 
fraudulent acts are not likely to be detected. For example, in a weak control 
environment, an AP Manager for a retailer could process a payment 
transaction from beginning to end, including imprinting the checks with an 
authorized signer stamp. In a weak control environment, this employee 
could also adjust the receipt of goods. No one reviewed the checks or 
support before checks are processed and mailed. The employee had 
worked there for 30 years and was trusted completely. This lack of 
segregation of duties created a ripe environment for fraud to occur. The 
third and last side of the triangle represents rationalization. The potential 
perpetrator of fraud needs a way to rationalize his potential criminal 
behavior so that it will be “OK”, at least in his/her mind. Let us go back to 
the employee who is caring for a sick parent and is incurring extraordinarily 
high medical bills for an example. Most of us would do absolutely anything 
to care for the ones we love, no matter what it took. If this employee 
commits fraud, in this person’s mind, he/she has already “rationalized” that 
their fraudulent acts in support of this noble cause, are justified. Another 
example of rationalization is an employee who works hard and is never 
recognized for his/her efforts. This employee can feel justified taking a little 
extra from the company because they “deserve it”. 

 

So how do we break the 
triangle? 

It is difficult for a company to 
exert influence over the 
motive and rationalization of 
the triangle. Except for good 
business practices of setting 
attainable goals and genuine 
human resource 
development to make a 
person’s job adequately 
rewarding, there is not much 
the company can do to 
control these two legs of the 
triangle. Human beings will 
always have outside 
pressures and the ability to 
rationalize and self-justify 
their actions. Therefore, that 
leaves opportunity, the only 
side of the triangle that can 
be controlled by the 
company. Removing the 
opportunity to commit fraud 
is the best way for 
management to break the 
fraud triangle and 
significantly reduce the risk 
of the occurrence of fraud. So 
how do we remove 
opportunity? The answer is to 
establish good control 
framework through which 
processes and transactions 
are consistently monitored, 
and duties are properly 
segregated so that 
opportunities to commit 
fraud are greatly reduced. In 
a good control environment, 
all employees are aware of 
the potential for fraud and 
are equally committed to 
prevent it. 
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So Whose Job Is It Anyway?
Who is the person or group responsible within an organization for breaking the fraud 
triangle and minimizing its overall risk of occurrence? 

Prior to the era of the big fraud scandals, many board members and shareholders 
believed that just having an independent, external audit was enough protection 
against fraud. If something was going on, the belief was that the auditors would find 
it. The truth is that the external auditor should execute extra testing to try to uncover 
potential fraud if he/she detects a particular area where controls are weak and fraud 
is likely to occur. However, these additional steps are only suggestions, not 
professional requirements. 

Popular criticism of SAS 99 doubts the objectivity of external auditors when 
determining the likelihood of fraud when the client is the one paying the auditor to 
do the work. In other words, we all think we have the best, most honest clients and 
approaching the client to request an increase in the audit budget because we think 
the client is committing fraud is awkward at best. 

SAS 99 does not close the expectation gap. Instead of indicating the minimum 
amount of work required to detect fraud, the standard uses the language that is not 
absolute: that the auditor is required “to obtain reasonable assurance about whether 
the financial statements are free of material misstatement, whether caused by error 
or fraud.”  

Sarbanes-Oxley does not dance around the responsibility for preventing or detecting 
fraud in publically held companies; the responsibility clearly belongs to company 
management. Company management means boards of directors, CFOs, CEOs and 
anyone else in a leadership or fiduciary position in the organization. SOX does not 
only apply to large, public companies, SOX has gained recognition as the new 
standard, even in small companies, not-for-profits and governmental organizations. 
We now know who is responsible – the board of directors and company 
management. That means internal audit, too. Part of internal audit’s function is to 
ensure that management’s policies and procedures, as approved by the board of 
directors and monitored by the audit committee, are followed and executed as 
designed. Internal audit is the eyes and ears of the audit committee and top 
management. Internal audit is deep in the trenches and sees first-hand how 
management’s policies and procedures are interpreted and implemented – or not. 

The COSO Fraud Control Model 
As top management is designing control procedures to protect against fraud and working with the board of 
directors to establish a fraud-resistant environment, everyone needs a set of standards to follow. The Committee 
of Sponsoring Organizations (COSO) answered this need by conducting a study on internal fraud controls and 
producing a system or model for internal fraud controls that has been widely accepted as a theoretical guideline. 
This is only a model so each company has to tailor their own fraud control system to meet their individual needs. 
The COSO model is based on five considerations: 

 The control environment 
 Control activities 
 Risk assessment 
 Information and communication systems 
 Monitoring the system 

 

http://www.shutterstock.com/pic-323688959/stock-vector-question-mark-sign-icon-vector-illustration-flat-design-style.html
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Internal audit personnel need to understand the concepts of the COSO model and how they have been applied to 
their individual organizations in order to be able to design test plans, test controls, evaluate results and determine 
if the control model is functioning as intended by management. Internal audit management will most likely be 
consulted by top management and the board of directors to assist them in designing a hearty internal control 
system. Internal audit must also be able to recognize a risky area and apply the control model concepts to make a 
remediation recommendation. Internal audit has a toolbox and the COSO fraud control model is one of their most 
valuable tools. Let us discuss each component of the model in greater detail and then we will work through some 
actual cases to illustrate how the model functions. 

The Control Environment 
A strong fraud control system has to have a strong 
foundation. This foundation is made up of the 
philosophy of the business and the integrity of the 
people running the business. Consider the people who 
had run Enron. Do you believe Enron’s massive fraud 
would have incurred if the “tone at the top” had been 
ethical, honest and held the financial well-being of the 
shareholders out as their primary concern? I think not. 

Three factors make up the control environment: 
management style, audit functions and employee 
policies. If a manager has a style that encourages 
bending the rules to show positive results at all costs, 
this manager is inadvertently encouraging fraud. If a 
manager is not open and honest with other 
employees about operations results or if he/she takes 
undue risk to achieve performance results, the 
manager is setting an example of unethical behavior 
that employees will follow. 

Audit functions are another important factor in the 
control environment. Statistics show that most fraud 
is committed by an employee acting alone. So 
frequent, even daily audits of processes by peers 
combined with more traditional audits by internal and 
external auditors will establish an environment 
whereby the employee’s work is being consistently 
verified. A tempted employee will be much less likely 
to attempt fraud in such an environment.  

Employee policies also work to set the ethical tone of 
the organization because it lets employees know what 
is and is not acceptable behavior. If the top 
management of an organization makes clear fraud 
will not be tolerated, then employees will tend to 
behave accordingly. Good employee policies cover 
screening of new hires, safeguarding of assets and 
information during the termination process, training 
that covers security, fraud awareness and ethical 
behavior and the “perception of detection”. 
Employees should understand that there are 
procedures in place designed to catch them if they 
commit fraud. 

Control Activities 
Control activities are policies and procedures that 
provide the basis for control techniques. Control 
activities consist of the following: 

 Authorization processes 
 Segregation of duties 
 Adequate documentation of transactions 
 Physical control over assets and records 
 Independent checks 

Authorization policies must be clear, detailed and 
published so that employees adequately understand 
the level or types of transactions for which they are 
authorized to enter into on behalf of the company. 
Authorizations need to be monitored since forgery is 
often committed during a fraud. As a result of a good 
monitoring process, transactions that are improperly 
authorized or that appear fraudulently authorized 
should be investigated. 

Since most frauds are committed by one person 
acting alone, segregation of duties is an effective 
deterrent. A single person should not be able to 
process a transaction alone, without any intervention, 
review or reconciliation performed by another person. 
Today, computers perform many of the tasks 
individual s used to perform. With access controls 
built into the program modules, segregation of duties 
becomes automated and easier to control.
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Adequate documentation of transactions means 
that there is a paper trail that everyone can follow to 
see that every employee involved in the transaction 
performed their task accurately. 

Physical controls over assets and information are 
not limited to cash and trade secrets. They also may 
include steps such as limiting unescorted access to 
the warehouse where inventory is stored to only 
those employees whose function is shipping and 
receiving. Another example is ensuring a back-up 
tape of computer information is executed every 
evening and is stored off-site. In short, physical 
controls are critical in preventing fraud and are as 
unique as there are types of businesses. 

Independent internal checks are procedures such as 
the reconciliation of a bank account or the taking of 
a physical inventory. Timely reconciliations or other 
forms of checking should be done by another 
employee that is not responsible for the physical 
control of the asset or of the posting of transactions 
related to that asset. For example, consider bank 
reconciliations. The person who is the check signer 
should be prohibited from performing bank 
reconciliations because he/she has the ability to 
disburse the cash (custody). The bookkeeper who 
records daily deposits and the AP Manager who 
records payments would also not be good 
candidates to perform the reconciliation because 
they could execute fraud by manipulating the 
posting or printing of fraudulent checks. 

Risk Assessment 
All managers in a company should be involved in the 
risk assessment process. ERM is a good tool to use 
as it encourages management communication to 
identify risk. Internal audit can steer the 
implementation and use of ERM throughout the 
organization. During risk assessment, a risk is 
identified and then a dollar value is assigned for that 
risk. Then, another value is assigned representing 
the probability of occurrence. A plan of controls is 
suggested which either eliminates the risk or can 
serve to make it less probable. A cost-benefit 
analysis should be performed to determine whether 
the cost of the control is worth the benefit achieved 
in risk mitigation. 

Information and Communication Systems 
The use of information and communications for 
fraud control is based on the premise that 
information should be recorded and stored in a way 
that reviewers can determine if the transaction is 
accurate and properly authorized. That means that 
the transaction has to be stored in detailed pieces so 
that it can be audited later for compliance with 
controls. Many automated systems perform 
preventive checks to disallow potentially fraudulent 
transactions before they are even made. For 
example, an employee wants to ship his cousin 
some merchandise on credit without making his 
cousin go through the credit approval process. 
When he attempts to enter the sale, it is rejected by 
the system because there is no customer master 
record set up by the credit manager, thereby 
approving a credit line. 

The information must also be communicated to the 
appropriate people who monitor the system, and 
this should be done timely. Some companies have 
continuous monitoring programs set up which alert 
reviewers when access has been breached or a 
certain type of transaction is attempted or 
transactions are made which violate a 
predetermined suspicious level. This type of 
communication is closely associated with the 
monitoring function, which we will discuss next. 

  

“A strong fraud control 
system has to have a 

strong foundation. This 
foundation is made up of 

the philosophy of the 
business and the 

integrity of the people 
running the business” 



 

 

 

 

Int er nal  Au d it ’s  R o l e i n  Frau d Pr e v ent i on an d D et e ct io n  6  

WHITE PAPER 

Monitoring the System 
Unless a company’s fraud control system is 
monitored, employees are likely to forget about the 
control steps and stop performing them or in the 
worst-case scenario, circumvent the control steps 
and perpetrate a fraud. Persons monitoring fraud 
controls should understand what they are 
monitoring and recognize an exception when they 
come across it. This is accomplished by consistently 
training individuals who will be policing the process. 

Variance reports and analytical review procedures 
also serve well to monitor performance and detect 
potential fraud. This can be accomplished by 
comparing actual to budgeted amounts or against 
prior year actual. Deviations from expectation are 
good grounds to begin to look deeper into the  

nature of the transaction and reason for the 
variances. As discussed in the previous section, 
some companies now are using continuous 
monitoring techniques built into their computer 
systems, which send alerts to monitors when 
transactions are conducted for unusual amounts or 
at an unusual frequency. 

Managers and internal auditors who are intimately 
familiar with their business can make judgments 
about whether the results that are being reported 
make sense with the inputs to the process. They can 
also rely on a gut feeling about something not 
making sense. Sometimes that is all is required to 
initiate a fruitful investigation 

 

Dusting off and using the COSO fraud model in your toolbox 
Now that you are familiar with the COSO fraud model, I am sure you are thinking about your own company, some 
of the audits that you have performed and some of the findings you have uncovered. 

Do most of you think that your internal audit job is just not that exciting and your manager 
would never assign you to an area where you might uncover fraud? 

Do most of you think that your internal audit job is just not that exciting and your manager 
would never assign you to an area where you might uncover fraud? 

Speaking from experience, the unearthing of fraudulent transactions happens when you least expect it when you 
are doing just some of those mundane audit steps that you do every day. It is the depth of your understanding of 
the fraud controls in place that will make you better able to identify unusual transactions or parts of the process 
that harbor a high risk for fraud. If you have not already, one of these days you will have one of those “ah hah!” 
moments where things fall into place and you will begin to audit in a broader fashion. 

When you start to understand the basis of the fraud controls, you will automatically broaden your vision and 
scope and will provide internal audit services at a heightened level, providing a greater value added service to your 
organization. 

Let us try a few case studies and see how well you do. 
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THE CASE OF THE 

DAISY DOC   

This story happened long, long ago, in the olden days, before there was 
EDI and transactions still happened on paper. The Daisy Company is a 
distributer of inexpensive china. They sell to stores like Target and JC 
Penney and their cheap china is very popular. Orders come in all month 
long. The Controller of Daisy Company does an annual budget, including 
a sales forecast by pattern of china. Daisy Company has traditionally 
made a modest profit with slow and steady growth. They consistently 
made their monthly sales targets and operated under a well-managed 
expense and cost base. 

The Accounting Manager produced a daily report that she distributed to 
all key management personnel. The report was called the Daily 
Operating Control (DOC). The DOC showed the daily and current month 
cumulative orders received, orders shipped and orders on backorder. The 
orders shipped were compared to prior year actual for the same day and 
month and the report also showed the monthly sales target. 

Daisy had one internal auditor who was stretched pretty thin. One day 
the internal auditor was reviewing a whole year’s worth of DOCs. She 
noticed something unusual. Even though orders came in evenly during 
the course of the month as stores replenished their stock, there was 
consistently little shipping done the first week of every month. 

1. How would you begin to investigate this? 
2. What was going on here? 
3. What part of the COSO fraud model gave rise to the internal 

auditor’s detection of the problem? 

SUGGESTED SOLUTION 
(THIS IS ONE POSSIBLE SOLUTION AND IS NOT S INTENDED TO REPRESENT THE ONLY SOLUTION). 

The information and communication section of the COSO model is what 
allowed the internal auditor to notice something was unusual. The DOC 
was prepared daily and distributed to key management personnel. By 
receipt of this information, the auditor was able to identify the unusual 
pattern. 

The internal auditor should first pay a visit to the shipping manager and 
question him about why he thinks that there are never any billings at the 
beginning of the month and all the billings tend to be skewed heavily 
toward the end of the month. 

The shipping manager would tell her that it was very important to the 
Operations Manager that monthly sales budgets are met. The warehouse 
was generating picking tickets from open orders and billing them without 
picking the merchandise. Then at the beginning of the month they had to 
play catch up and pick and ship the merchandise already billed. This was 
done every month end except year end because external auditors were 
watching sales cut-offs. 
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THE CASE OF THE  

CARSON 
CARS AND 

CASH BACK   

There was a car dealer that sold Chevrolets in Carson City. The car 
dealership was owned by a very good salesperson named Carl Carson 
who sold many cars. Carl’s dad started the business and Carl was a great 
salesperson since birth but he did not understand financial information at 
all. Therefore, he hired a general manager who took care of all that stuff. 

During that time, General Motors (who built Chevys) was offering “cash 
back” deals on most of their vehicles as part of a huge promotion. When 
the salesperson sold a car with cash back, he noted the incentive on the 
deal invoice and the following entry was posted: Dr. Factory Receivables, 
Cr. COS. The salesperson’s commission was based on two components of 
the car deal, the margin and the selling price. 

If the dealership met the monthly margin and profit targets, the general 
manager got a bonus, too. 

The dealership was profitable and usually met its margin targets. 
Expenses were under control and consistent with prior years; they had 
been in business for nearly 50 years so nothing could surprise him. That is 
why Carl thought it was strange when he started to fall short on cash. His 
balance sheet was healthy except there seemed to be a sustained high 
balance in factory receivables. 

1. How would you begin to investigate this? 
2. What was going on here? 
3. What part of the COSO fraud model, if implemented, could have 

led to an earlier detection of the problem? 

SUGGESTED SOLUTION 
(THIS IS ONE POSSIBLE SOLUTION AND IS NOT S INTENDED TO REPRESENT THE ONLY SOLUTION). 

If there were control activities put into place, including independent 
checks of the deal financial information performed by someone who 
understood the information, there may have been earlier detection of the 
problem. 

A balance sheet analysis of current assets and liabilities would indicate 
the cause of the cash flow problems. This would lead to the investigation 
of the unusually high factory receivable balance. 

The salesmen and general manager were recording phantom factory 
receivables in order to improve the margins on the car deals and 
therefore increase their commissions and general manager’s bonus. The 
general manager was also in charge of the person who collected and 
reconciled the factory receivables. 
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THE CASE OF THE 

IMPORTED 
TABLECLOTHS  

This story happened long, long ago, in the olden days, before there was 
EDI and transactions still happened on paper. The Daisy Company is a 
distributer of inexpensive china. They sell to stores like Target and JC 
Penney and their cheap china is very popular. Orders come in all month 
long. The Controller of Daisy Company does an annual budget, including 
a sales forecast by pattern of china. Daisy Company has traditionally 
made a modest profit with slow and steady growth. They consistently 
made their monthly sales targets and operated under a well-managed 
expense and cost base. 

The Accounting Manager produced a daily report that she distributed to 
all key management personnel. The report was called the Daily 
Operating Control (DOC). The DOC showed the daily and current month 
cumulative orders received, orders shipped and orders on backorder. The 
orders shipped were compared to prior year actual for the same day and 
month and the report also showed the monthly sales target. 

Daisy had one internal auditor who was stretched pretty thin. One day 
the internal auditor was reviewing a whole year’s worth of DOCs. She 
noticed something unusual. Even though orders came in evenly during 
the course of the month as stores replenished their stock, there was 
consistently little shipping done the first week of every month. 

4. How would you begin to investigate this? 
5. What was going on here? 
6. What part of the COSO fraud model gave rise to the internal 

auditor’s detection of the problem? 

SUGGESTED SOLUTION 
(THIS IS ONE POSSIBLE SOLUTION AND IS NOT S INTENDED TO REPRESENT THE ONLY SOLUTION). 

The information and communication section of the COSO model is what 
allowed the internal auditor to notice something was unusual. The DOC 
was prepared daily and distributed to key management personnel. By 
receipt of this information, the auditor was able to identify the unusual 
pattern. 

The internal auditor should first pay a visit to the shipping manager and 
question him about why he thinks that there are never any billings at the 
beginning of the month and all the billings tend to be skewed heavily 
toward the end of the month. 

The shipping manager would tell her that it was very important to the 
Operations Manager that monthly sales budgets are met. The warehouse 
was generating picking tickets from open orders and billing them without 
picking the merchandise. Then at the beginning of the month they had to 
play catch up and pick and ship the merchandise already billed. This was 
done every month end except year end because external auditors were 
watching sales cut-offs. 
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CONTACT US 

To learn more about our 
solutions please contact 
us at 1-888-902-8348 
http://controlsolutions.com/ 

 /ControlSolutionsInternational/ 

 /ControlSol/ 
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ABOUT CONTROL SOLUTIONS INTERNATIONAL 

Financial Institutions Regulatory Compliance 

Our team of Financial Institution Regulatory 
Compliance (FIRC) experts have been assembled 
to address nearly every regulatory challenge 
faced by firms within the Banking, Non-bank 
Mortgage and Insurance industries. Companies 
from every industry recognize the importance and 
challenge of facilitating compliance with changing 
regulations while growing or maintaining profit 
levels and value. 

Today, financial institutions face a unique and 
demanding regulatory environment. Recent 
events behoove financial institutions to 
transparently demonstrate that they are not only 
compliant but have the right people, processes 
and systems in place to ensure compliance with 
regulations is sustainable. We are dedicated to 
helping organizations identify, remediate, 
monitor, and manage regulatory compliance risks 
in addition to coordinating your organization’s 
people, processes and technologies to improve 
effectiveness and help manage costs. 
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